1. What sequence of actions characterizes the continuous interaction with the physical world in an Industry 4.0 ecosystem?
A. Code, Compile, Execute, Debug 
B. Sense, Process, Decide, Act 
C. Input, Store, Query, Output 
D. Prototype, Build, Scale, Retire

2. What defines "Correctness" when engineering Cyber-Physical Systems?
A. The physical hardware is completely isolated from the software network 
B. The code compiles without syntax errors and has 100% test coverage 
C. The system delivers correct results, with correct timing, and exhibits safe behavior under hardware failures 
D. The user interface strictly matches the design mockups provided by the client

3. What is the primary purpose of defining a system's requirements before building it?
A. To select the programming languages and frameworks that will be used 
B. To establish exactly what the system must achieve before deciding on the technical implementation 
C. To calculate the exact final financial cost of the entire project 
D. To generate the final user manual for the hardware components

4. How should an Agile development team practically implement legal and regulatory constraints?
A. By translating them into specific user stories that operationalize compliance into testable technical controls 
B. By writing a separate software application dedicated only to compliance 
C. By encrypting the entire source code repository to hide it from auditors
D. By leaving them entirely to the corporate legal department to handle after deployment 

5. What impact do legal and privacy obligations have on the system's overall design?
A. They directly shape the architectural blueprint by mandating embedded technical controls 
B. They only affect the wording of the End User License Agreement (EULA), not the code itself 
C. They require the database to be hosted on physical servers inside the factory 
D. They dictate which specific programming languages are legally permitted

6. In the context of system quality, what is the primary focus of "Verification"?
A. Discovering defects by actively executing the software 
B. Confirming the correctness of specifications and artifacts, such as requirements, design, and code 
C. Ensuring the final product solves the user's business problem 
D. Conducting field trials with actual factory workers

7. Which phase focuses on confirming that the final product successfully solves the user's actual business problem?
A. Unit to System regression testing 
B. Code reviews and static analysis 
C. Validation through user acceptance testing and field trials 
D. Sending a payload to verify the database schema

8. What is the main objective of the "Testing" phase as distinct from Verification and Validation?
A. Reviewing the API and database contracts for formatting errors
B. Ensuring the facilities management team confirms the business value
C. Checking that the physical hardware matches the purchase order
D. Discovering defects by actively executing the software and observing its runtime behavior

9. When writing automated unit tests, what does the "AAA" design pattern stand for?
A. Analyze, Automate, Approve 
B. Arrange, Act, Assert 
C. Acquire, Authenticate, Alert 
D. Asynchronous API Architecture

10. In a typical IoT architecture, which protocol is commonly used for edge sensors to transmit JSON payloads to a backend API?
A. Bluetooth Low Energy (BLE)
B. FTP (File Transfer Protocol)  
C. HTTPS / REST 
D. Direct SQL Injection

11. How does Conway’s Law predict the outcome of a system's architecture?
A. The architecture will naturally evolve into a microservices pattern over time 
B. The architecture will inevitably mirror the communication structures and boundaries of the teams that built it 
C. The architecture will perfectly match the hardware constraints of the physical sensors 
D. The architecture will require all teams to be in the same physical office

12. What is a major advantage of utilizing cross-functional teams that combine hardware, software, and QA engineers?
A. They allow for faster integration and earlier detection of cross-domain errors, despite higher communication overhead 
B. They eliminate the need for any technical documentation
C. They prevent the accumulation of any technical debt 
D. They are significantly cheaper to manage than siloed teams

13. How does the V-Model specifically address the complexities of hardware/software co-development?
A. It explicitly maps each design phase to a corresponding testing phase, ensuring rigorous traceability at every level 
B. It allows developers to skip the requirements gathering phase entirely
C. It guarantees that hardware procurement happens after the software is finished
D. It relies exclusively on manual testing at the very end of the project

14. What distinguishes a Minimum Viable Product (MVP) from a standard prototype?
A. A prototype is used for final production; an MVP is throw-away code 
B. There is no functional difference; the terms are completely interchangeable 
C. An MVP is a functional iteration designed to satisfy early users and gather feedback, whereas a prototype often just explores a proof-of-concept 
D. An MVP requires full legal and hardware certification, while a prototype does not

15. Why is a Data-Centric architecture utilizing a Canonical Data Model advantageous in a smart factory?
A. It forces all robotic machines to run the exact same operating system
B. It decouples data structures from specific applications, allowing diverse machines to interpret shared information consistently
C. It encrypts all data automatically to prevent cyber-attacks
D. It prevents the use of cloud computing, keeping all data entirely local

16. Why is code-based diagramming highly recommended for documenting system architecture?
A. It produces more artistic and colorful graphics for management presentations 
B. It allows architectural blueprints to be version-controlled, diffed, and maintained alongside the actual source code 
C. It is the only diagramming method legally recognized by international engineering standards 
D. It prevents non-technical stakeholders from viewing or altering the system design

17. To ensure interoperability, what specific format must the timestamp field adhere to in the system's core data model?
A. The UNIX Epoch time standard 
B. The MM/DD/YYYY localized standard 
C. The ISO-8601 standard date and time format 
D. The UTC standard string format


18. Which specific string values are strictly accepted by the core data model to represent the status of a room's light?
A. “1” or “0”
B. “TRUE” or “FALSE”
C. “HIGH” or “LOW”
D. “ON” or “OFF”

19. Distinguish between the concepts of "Verification" and "Validation" in the development. Provide a brief example of how a development team would perform each phase.

20. Describe the end-to-end architectural flow of the indoor light notification system when a physical light turns on in a room. Outline the specific sequence of data transfer and the distinct responsibilities of the Sensor, Backend, and Database layers.
